BIE itk @7 2 AR S

* 1GUIT

DA STk
1.1 ACLARAE Wi~ D&

® 1.2 ACLEEDE

1.3 ACLFHE DR

1.4 ACLE%E D H

1.5 772 AR OMER 1
1.6 77 & AHIPR DO 2
1.7 3 E DRAT

® 2 CLITODHE Jiik

2.1 ACL#E DR

2.2 ACL#& &

2.3 ACL%E DR

2.4 ACLi%E D H

2.5 7 7 ZAHIBEOMEE 1
2.6 77 AHIR DM 2
2.7 %5 DIRTT

* 3 KETHE

GUITDOBEE HE

PUR#/EIX. NetScaleriZxf Uhttp®d U < IdhttpsTu 27’1 > LG54

ACLEXE i ~ D &R

System>Networks>ACLs & H[&F L., & 5i2& 7% 5 "Extended ACLs" % Z IR 2 &\,

DTFofITiE. BFOACLEREN MW 30D £7,
DA IZACLAMAAE L R WHTHR CRELE 2 D £ T,

= System NetScaler > System > Network > ACLs ) Extended ACLs
Licenses
Settings Simple ACLs Simple ACL6s Extended ACL{T) Extended ACL6s
Diagnostics p—
} o Add Statistics | |Action
High Availability
NTP Servers Name Action Protocol SrclP SrcPort DestIP DestPort
Reports No items
Profiles <
+ Partition Administration
+ User Administration
AR E DIEN
ACLEE DB
=
[Add)%#IF L. #Emimehs $7.

BERORFNZAOEFA T 28(E, FALRVEEEZRES LTV,

ACLEEREIZ FEA
® NetScal

IDZFFELUTECIixtEOARX R F 2 XAV b2 TS ZI N,
er VPX 11.0

DRGESEA TR £ T,

o €

Active Status /

® https://docs.citrix.com/en-us/netscaler/11/networking/access-control-lists-acls.html

® NetScal

er VPX 10.5

® https://docs.citrix.com/en-us/netscaler/10-5/ns-nw-gen-wrapper-10-con/ns-nw-acl-intro-wrapper-con.html

PAR OIS B AHBEA A BEZRSNIP (172.16.10.14) LT, 192.168.10.1002 5 DBEZFH AT HHEEZANTVET,


https://docs.citrix.com/en-us/netscaler/11/networking/access-control-lists-acls.html
https://docs.citrix.com/en-us/netscaler/10-5/ns-nw-gen-wrapper-10-con/ns-nw-acl-intro-wrapper-con.html

Create Extended ACL

Name*

testacl

Action*
ALLOW
Priority

201

TTL

Enable ACL
Log State €
Log Rate Limit

100 (7]

Configure IP

Operation

Configure IP
Operation

| ]

Source IP Low

|192 . 168 . 10 . 100 l

Source IP High

. ]

Operation
| ]

Destination IP Low

|172. i . 10 . 14 l

Destination IP High

Traffic Domain

[10 Hl+]l2]

Configure Protocol (Port can be set only for protocols TCP and UDP)

Protocol
| ™

Canfinura Nthare




Configure Protocol (Port can be set only for protocols TCP and UDP)
Protocol

Configure Others

Source MAC

: 00:00:00:00:00:00

Source MAC Mask

'000000000000

Use VXLAN
VLAN

Interface

- I

T2 Aayha—LY AL, RYY—=R=2)V—F 1 7 OPriorityl3200F &2 S5FHTE X9, (17199 &AL LTHEML
TVWB7-DHHATEEEA, )

2% - ¥ — Y AHME HREE

® https://ecl.ntt.com/documents/service-descriptions/loadbalancer/loadbalancer.html#id30

ACLEXE Dt
ACLSOWIE 2T, &MU ACLEM A>T W5 Z & 2R L 7
DA O3 B @S AR REZRSNIP (172.16.10.14) 1257 L 192.168.10.100%* 5 DEFDAZEFH AT 572D 247 DACLEENRA>TWET

® testacl

® DestinationIP#%172.16.10.14 T, SourcelP4%192.168.10.100D;&/5 % # 735 (priority201)
® alldenyacl

® DestinationIP#%172.16.10.14D&{3 % # 7] L 72\ (priority1000)

NetScaler > System > Network > ACLs > Extended ACLs (:) 0 H
Simple ACLs Simple ACL6s Extended ACLs Extended ACLGs
| add || edit || Delete | | statistics | [Action - Search +
Name Action Protocol SrclP SrcPort DestIP DestPort Hits Priority Active Stai
) testacl ALLOW =192.168.10.100 =172.16.10.14 0 201 (@ Enabled
» alldenyacl  DENY =172.16.10.14 0 1000 @ Enabled
< >

ACLERE D i JH


https://ecl.ntt.com/documents/service-descriptions/loadbalancer/loadbalancer.html#id30

"Action"Z#R L, TN XT 95" "Apply" 2 FLE T,

NetScaler » System > Network > ACLs > Extended ACLs Q (7] H
Simple ACLs Simple ACL6s Extended ACLs Extended ACL6s
Clear
Name ‘ Action ‘ Protocol ‘ SrclP ‘ Src{Apply DestPort ‘ Hits ‘ Priority ‘ Active Stz
Renumber Prf{t)y(s)

) testacl ALLOW =192.168.10.100 =172.16.10.14 0 201 @ Enablec
» alldenyacl  DENY =172.16.10.14 0 1000 @ Enablec
< >

ROKY TT7y THRHETDT[Yes] % E IR 72X\,
Confirm x

Warning: "Applying ACLs™ may cause this client to
lose connectivity with Applance.

It s recommended that this command be issued
from the Appliance console Q

using the command line interface.

Do you want to apply all configuration ACL{s) 7

= JIN

7 2 & AR OHER 1

B % A2 E L. "Applied Status"A2SAPPLIEDIZ 2> TWA Z 2 2R L £ 7,

LALTTIUTU MLLUD

PIT ALLU CXIENUEU ALY
Delete ‘ Statistics || lAction = | Search ~
DestIP | DestPort ‘ Hits | Priority ‘ Active Status | Applied Status Traffic Domain
=172.16.10.14 173 201 @ Enabled APPLIED 10
=172.16.10.14 17 1000 @ Enabled APPLIED 10
XS >
7 2 X AR OHERD 2

7 7 & AHIR %47 - 7ZSNIPIZ X L, NetScaler®#hifid» &ssh, gui(http, https) TO B 24 >, snmp T OIEEE % iR AFEE U 72385 O A AT HE
THDIL%EITHERIIZI W,
BEMOBRBEIIKET 2720, Hll3HEE T FEA,

RE DIRTE
A Rz 7ayY—F4 22D — 22 TFLUET,



NetScaler > System > Network > IPs > IPV4s O 0 %

IPV4s IPV6s
| Add || Edit || Delete | | statistics | |Action - Search +
IP Address State Type Mode ARP ICMP Virtual Server Traffic Domain
» 17216.10.14 @ Enabled Subnet IP Active ENABLED ENABLED -N/A- 10
» 172.16.20.12 @ Enabled Subnet IP Active ENABLED ENABLED -N/A- 10
» 172.16.10.100 @ Enabled Virtual IP Active ENABLED ENABLED ENABLED 10

MDAy 77 v FHHET D T[Yes| 2B 72X\,
Confirm x

ﬂ Do you want to savI the running configuration?

-

o ARHRER L R, (T 5 A0 TNetScalerd RS U B EH L 2 B A58 TRORBICR D £,
BERERBET 5 £ 5 S E XN,

CLITOHKE L

PUTF#EIX. NetScaleriZxf LsshTu 2o v LGADHREHiEz L E T,
ACLEERE DR

show ns acl

2FEITU. MEDOACLEEZMARL £7,
UFofITE. BAFOACLEREN MW 30D 7,
DA IZACLAMFAE L R WHTHR TR ELE 2 D £ T,

> show ns acl
Done

ACLEE
BEFOBGHIEDOEUTOL S R~y FTHATH8EE. FTURVBEEZZESZI WY,
B 7RG L7 \WEE I iXlogstated T a VORI E THET K 2 X W,



add ns acl "ACL#" ALLOW -srcIP=XX XX XX XX -destIP=YY.YY.YY.YY -priority Z -logstate ENABLED -td 10
add ns acl "ACL%" DENY -destIP=YY.YY.YY.YY -priority ZZ -td 10

ACLESREIZEAIZ D E £ L TIECIrixtb D AR FF 2 A ¥ b2 TSRS Z X,

® NetScaler VPX 11.0
® https://docs.citrix.com/en-us/netscaler/11/networking/access-control-lists-acls.html

® NetScaler VPX 10.5
® https://docs.citrix.com/en-us/netscaler/10-5/ns-nw-gen-wrapper-10-con/ns-nw-acl-intro-wrapper-con.html

PUR OH I3 EBAEEA A REZ2SNIP (172.16.10.14) 12 LT, 192.168.10.100%* 5 DAIEDAFFAILTWE Z &b h b 7,

> add ns acl testacl ALLOW -srcIP = 192.168.10.100 -destIP = 172.16.10.14 -priority 201 -logstate ENABLED

-td 10

Done
> add ns acl alldenyacl DENY -destIP = 172.16.10.14 -priority 1000 -td 10

Done

772 AaAryba—=LY AL, BYY—=R=2)—F 41 > OPriorityld200FE 7 S5FHTE 9, (17199 EBH L LTHEML
TWS7-DFHTE A, )

B# Y — U AHWE HifHE

https://ecl.ntt.com/documents/service-descriptions/loadbalancer/loadbalancer.html#id30

ACLEERE DR
show ns acl

297U, BEE U ACLEEAE M AT OIREE(NOTAPPLIED) CA->TWA Z L 2R L £ 7,
AT OB Tl E L 7222 DACLTApplied StatusANOTAPPLIEDTH % Z & A3hh b £,


https://docs.citrix.com/en-us/netscaler/11/networking/access-control-lists-acls.html
https://docs.citrix.com/en-us/netscaler/10-5/ns-nw-gen-wrapper-10-con/ns-nw-acl-intro-wrapper-con.html
https://ecl.ntt.com/documents/service-descriptions/loadbalancer/loadbalancer.html#id30

> show ns acl

1) Name: testacl

Action: ALLOW Hits: 0

srcIP =192.168.10.100

destIP=172.16.10.14

srcMac:

Protocol:

Vlan: Interface:

Active Status: ENABLED Applied Status: NOTAPPLIED
Priority: 201 NAT: NO

TTL:

Log Status: ENABLED Log Rate limit: 100
Forward Session: NO

Traffic Domain: 10

2) Name: alldenyacl

Action: DENY Hits: 0

srclP

destIP =172.16.10.14

srcMac:

Protocol:

Vlan: Interface:

Active Status: ENABLED Applied Status: NOTAPPLIED
Priority: 1000 NAT: NO

TTL:

Log Status: DISABLED

Forward Session: NO

Traffic Domain: 10

Done

ACLEE D i
> apply ns acls

BETL, ACLREZBML X7,
UFoflcid, EALEPZET LI b 7,

> apply ns acls
Done

7 7 & AR OMER 1

> show ns acl

ETU, ACLERERMRLE T,
MR OHITIHEHE L 7ZACLOBFAEL, #EMEHSE T (APPLIED) ¥h/zZ &hbnrh £,



> show ns acl

1) Name: testacl

Action: ALLOW Hits: 119
srcIP = 192.168.10.100

destIP =172.16.10.14

srcMac: srcMacMask: 000000000000
Protocol:

Vlan: Interface:

Active Status: ENABLED Applied Status: APPLIED
Priority: 201 NAT: NO

TTL:

Log Status: ENABLED Log Rate limit: 100

Forward Session: NO

Traffic Domain: 10

2) Name: alldenyacl

Action: DENY Hits: 6
srclP

destIP =172.16.10.14

srcMac: srcMacMask: 000000000000
Protocol:

Vlan: Interface:

Active Status: ENABLED Applied Status: APPLIED
Priority: 1000 NAT: NO

TTL:

Log Status: DISABLED

Forward Session: NO

Traffic Domain: 10

Done

7 2 & AR DR 2

7 2 AR %17 > 72SNIPIZxf U, NetScaler® ##B2: Sssh, gui(http, https) TO W21 >, snmp TOESG % iR AR E U 72l {5 O Al HE
THdHIL%EIHERIIEI N,

BEROBBI KI5 720, FIZRETS ) £ A,
WX E DIRAT

save ns config

ERITL, BHRUEZFREZRTFI W,

1 ABREEREML RSG5 5O E TNetScaler A FHE) U 72 BXICAE U 2 BEN 2 TRORBICR Y £,
BIBREERFETD LD THEEL LI,

AR T e

H A i ZEH R
2017/9/27 1.0.0 HIRR
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