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FIE@-1 VSRXETE
(T 7+ T4 —ILBTE)

dJ7ATPIA=ITqILI—DEEEITFieECELSTZEL,
https://ecl.ntt.com/documents/tutorials/rsts/vSRX/fwfunction/zonebase/vsrx zonebase.html

J7AT7 DA —)LICHEBN(IC [V—21 EFENDMEEZEHR L. 1>F—T T R%&V—>(CFE
g@ijo

RE/I\TY NMIREIGRIS &Y -2 T ECHEIT DD V-VICBITDA>F—T T AICH
UCE—D/RU S —ZBASE D ENEREIC/RADET,

V—NR=RI7ATIA=IZEENC(E. [PRLAII-TDFE] . [7TUF5—23>21ty
hDERTE] MAE(TIRDET,
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FIE@-1 VSRXETE
(T 7+ T4 —ILBTE)

TEBURLEZSE(CT RLRAIII—TOREZDFEVNEULUET,
https://ecl.ntt.com/documents/tutorials/rsts/vSRX/fwfunction/zonebase/vsrx address-set.html

INTY N DA )LD %ETET BEFICIP RLAZESECUTEIL—ILERTEITDCENTE, IP7RLXR
(CRAZMIREINZEDIT T/ R4 I)ILIU T DEMHCT B ENTRETT,

BHDIPT RLZA=ED)L—TE T DIEE. TNTNDIPT RLAICTHUTT RLRAT vV O=ER L. EEOD
PRLRAIVORGAIETZ RLAtY bZEVERRUTTF UL,

SZFXTIC. VSRX-01DEFEMEFUATDED T,

user@vSRX-01# set security address-book global address CLIENT_01 180.xXX.XXX.XXX/32
user@vSRX-01# set security address-book global address-set CLIENT_GROUP address CLIENT_01
user@vSRX-01# commit

—
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FIED-1 vSRXESTE
(TT7ATIA—)LEKTE)
FRURLESE[C T U —> 3>ty hOBEESEVEUET,

https://ecl.ntt.com/documents/tutorials/rsts/vSRX/fwfunction/zonebase/vsrx application-
set.html

VSRX(CHSMUHEFRENTVND T TUT—23>E UL (MERDEHZDIF T/ ITIT—23>%F
ZU/I\OY RTAILIUTDERMEICT DI ENTIRETT,

SZFTIC, VSRX-01DEFEEIFATDED T,

user@vSRX-01# set applications application HTTP_DEF protocol tcp destination-port 80
user@vSRX-01# set applications application HTTPS_DEF protocol tcp destination-port 443
user@vSRX-01# set applications application-set HTTP_HTTPS_DEF application HTTP_DEF
user@vSRX-01# set applications application-set HTTP_HTTPS_DEF application HTTPS_DEF
user@vSRX-01# commit
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FIE@-1 VSRXEHTE
(D717 IDA—)LETE)

R UIE7 RLRA Y hETTUT -2 321y bR ETETDIBEV Y MICEAUTHIIUL T,
TN DOBE(V T Y M)EY - AR=RIT 7 AT IA—)L CER T DREZITLET .

BT A B SDBEFETIES U, FEDEETT(180.XXX.XXX.XXX/32)MNSDHTTP/HTTPS
BIEEDHFE] I BETEIL. FEEICRDET,

user@vSRX-01+# set security policies from-zone untrust to-zone trust policy PERMIT_GROUP match source-
address CLIENT_GROUP

user@vSRX-01# set security policies from-zone untrust to-zone trust policy PERMIT_GROUP match
destination-address any

user@vSRX-01# set security policies from-zone untrust to-zone trust policy PERMIT_GROUP match
application HTTP_HTTPS_DEF

user@vSRX-01+# set security policies from-zone untrust to-zone trust policy PERMIT_GROUP then permit
user@vSRX-01# commit

L —
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FED-2 VSRXESETE
(DNATESTE)
Destination NATOEE(E FiceCBELZEL),
https://ecl.ntt.com/documents/tutorials/rsts/vSRX/network/nat/nat.html

CLITOU A >,
STILAYRE—R > ARL—23>F—R > A2 TJ40L—>3>F— RABITUED,

FEFC153. XXX XXX XXX/32DHTTP/HTTPSE{EXZ O — R/\S > Y —dVirtual Server(CZIREUET,

SEZFTIC. VSRX-01D&TEMEZRR—T(CEd&HUET .
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FIEQ-2 VSRXEZTE
(DNATEETE)
O0— RJNS > B —dVirtual ServerN\J772 1T X9 3EBDIP)7 RLAZHESTE (L. FERICRADET,

user@vSRX-01# set security nat destination pool POOL1 address 172.16.100.10/24 port 80
user@vSRX-01# set security nat destination pool POOL2 address 172.16.100.20/24 port 443
user@vSRX-01+# set security nat destination rule-set RULE1 from zone untrust

user@vSRX-01# set security nat destination rule-set RULE1 rule RULE1-1 match destination-address

153 . XXX.XXX. XXX/32

user@vSRX-01# set security nat destination rule-set RULE1 rule RULE1-1 match destination-port 80
user@vSRX-01+# set security nat destination rule-set RULE1 rule RULE1-1 then destination-nat pool POOL1
user@vSRX-01# set security nat destination rule-set RULE1 rule RULE1-2 match destination-address

153 . XXX.XXX. XXX/32

user@vSRX-01# set security nat destination rule-set RULE1 rule RULE1-2 match destination-port 443
user@vSRX-01# set security nat destination rule-set RULE1 rule RULE1-2 then destination-nat pool POOL2
user@vSRX-01# commit
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FIER M-FWD%TE
(-1 >F—J 1 —ADOYIH)

M-FW®DA >S5 —T 1 —ADKENRIEETI .

https://ecl.ntt.com/documents/tutorials/security/rsts/security/operation/managed firewall
utm/3110 interface single.html

> bO—)V\RJLEE(COT A 2.

x2S %Z2IU w2 U, Managed FirewalldOperationZz /7' Jw < 12E0\,

DN a—T 4T o
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Security Menu
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(-1 >F—J 1 —ADOYIH)

[UTM Port Management] Z2Uw O LTLIEELN,

O s [ - | o
| Cluster Port Management

£ Cluster Route Management
| EUTH Port Management

E|WAF Port Management

| Ping Execution
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FIER M-FWD%TE
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REMROM-FWZ I Uy OTiEIRL. [Manage Interfaces] #20Uw 2O UET,
EDNR—RESTOUvILTERUBEEA/HEET.

H—EX i
S PO MEGT - CERHATS Manage Interfaces I StopStart LITM

i -

Device Id UTM - CESRE03

Port Emnable Port IP Address[CIDR] MTU Size Network kd Subnet Id Port Id Comment
@ portd v 192.1628.30.101/24 1500 nitermet-sagment 182.168.30.0v24 16falEco-e3bo-d4=
@  ports L 182.168.20.101/24 1500 Firewall-segment 182 168.20.0v24 718807 c8-0a73-47 ...
@  portd 1500
@ pod? 1500
@ pors 1500
L potd 1500
@ port1ld 1500
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FIER M-FWD%TE
(-1 >F—J 1 —ADOYIH)

[Manage Interfaces] MEEMFAZTEY ., Port 2,3(& [Manage Interfaces] MDEEIC(IFRREN
gﬁ/\lo Eﬁii‘j%d)ﬂ_{_ '\%OIJ \\JOTE}RLJT\ [%ﬁ%] %0') “ngig_o

| Manage Interfaces ] |

e ="

Device ld  UTM - CESBED3

Port Enable Port IP Address[CIDR] MTU Size Network |d Subnet Id Port Id Comment
portd v 182.168.30.101/24 1500 Intamet-sagment TBZ2.168.20.v24 15falfcc-e3bo-d4a .
ports L4 182.168.20.101/24 1500 Firewal-segment 182.168.20.v24 718807 cB-baf3-47 ...
portd 1500
portr 1500
port8 18500
portd 1500
port1l 1500
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[Enable Port] OF TwvOZMHLTLIZEUN,
[RF] Z220Uvw 2O UEYT., COBRE CIRFULULELETTET/I\A R ITERASZNEE A

| Foztl || ==

Part portd

Enable Port

MTU Size 1500

Comment
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Manage Interfaces@E C [$FE1T] Z0UvOIULFERT,
BEMORRELET,

:l Manage Interfaces * |:

==

| —
Device Id  UTM - CESBE02
| | 2@

Port Enable Port IP Address[CIDR] MTU Size Netwaork Id Subnet Id Port Id Comment
portd 1500
l ports o 182.168.20.101/24 1500 Firewsal-segment 182.188.20.0V24 T19807cB-0Ef3-47...
Il portd 1500
|ll poet? 1500
ports 1500
portd 1500
port1l 1500
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FINEGR M-FWDEKTE
(1 > —T 1 —ADYI)

[RFT—FX] o [AvT—] BAFRRSNTVBRHEEEIUYIT D E. BEARREN
[Manage Interfaces] O XD, EBHNTREINET,

| UTM Port Management: PORT_MNGT_CES9603 (#131683) b
fREE
AF—=5 FObEZ B e ETRAH 3=
® Manage interfaces 20181126 06:38:56 Qs% =
-] Mansge Interfaces 20112-11-26 05:08:52 20118-11-26 05:21:55 Ping Maonitoring started for the dewvice BE03. =
] Get Metwork Info 2018-11-25 05:02:48 2012-11-26 05:02:47 et Metwork Info successful =
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FNEQ M-FWDEETE
(1 > —T 1 —ADYI)

INRTCDRAT—HAN [#FE] (CRNIEERT(CIRDFET,

[ 52927-52 | I
—
AF—FA FRicET HTRE 5]
Set Context for
Context set for the First Unit :
First UTM _11-( 70352 _11-( 7035
2018-11-01 07:.02:52 2018-11-01 070353 OPENSTACK SETUP : jp2_zone-groupd
2018-11-01 07:02:52 2018-11-01 O7:02:58 IF Address inputs verified successfully.
Verify VRRE, MTU
Inputs 2018-11-01 07:03:58 2018-11-01 O7:03:58 WRRP and MTU inpuis verified succassiully.
Import Ports
2018-11-01 0T:03:58 2018-11-01 OT:D4:02 import Ports successful
Monitoring 2018-11-01 07:04:02 2018-11-01 O7-07:07 Ping Monitoring stopped for the HA devices.
Openstack Server 2dd02058-5ada-4fal-
Stop the UTM ) bo10-28633724a8248 stopped successfu
2018-11-01 O7-07:07 2018-11-01 O7-07:21 Server Status : SHUTOFF
Task State : -
; Power State : Shutdown
IF Address 100.68.97.125 is now
T TP T T unreachable from MSA.
2018-11-01 070721 2018-11-01 D7.07:31 PIMNG Status - Destinstion Host
Unreachable
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https://ecl.ntt.com/documents/tutorials/rsts/vSRX/fwfunction/zonebase/vsrx zoneconfig.html

user@vSRX-01# set interfaces ge-0/0/1 unit O family inet address 192.168.30.101/24
user@vSRX-01# set security zones security-zone untrust interfaces ge-0/0/1.0 host-inbound-
traffic system-services ping

user@vSRX-01# set interfaces ge-0/0/2 unit O family inet address 192.168.10.11/24
user@vSRX-01# set security zones security-zone trust interfaces ge-0/0/2.0 host-inbound-traffic
system-services ping

user@vSRX-01# commit
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