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Client
I 180.XXX.XXX.XXX/32

GnterNet
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Internet-GW(act) 6 6 Internet-GW(stb)

.249 248
VRID 1
VIP .250
® ®

dp0s4 .11
[ 1 1 ]

VFW-01 T 1 )

dp0s7 .11 see

o O
192.168.20.0/24 (FWET A2 k) VRID 30
VIP .251 / a— _a—
— 3 B8
LB-01 (M) ﬁ é LB-02 (B) http-vserver https-vserver
1/2 .6 1/2 .7 172.16.100.10 172.16.100.20
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BATHIERL (VFWABHK)

VFW-01 Firewall Filter®s&7E

set security firewall name From-Internet default-action 'drop'

set security firewall name From-Internet rule 10 action 'accept’

set security firewall name From-Internet rule 10 protocol 'tcp'

set security firewall name From-Internet rule 10 source address ‘180.xxx.XxX.xxx/32’
Set security firewall name From-Internet rule 10 destination port ‘80’

Set security firewall name From-Internet rule 10 state ‘enable’

Set security firewall name From-Internet rule 20 action ‘accept’

Set security firewall name From-Internet rule 20 protocol ‘tcp’

Set security firewall name From-Internet rule 20 source address ‘180.xxX.XXX.xxx/32’
set security firewall name From-Internet rule 20 destination port '443’

set security firewall name From-Internet rule 20 state 'enable’

set security firewall name From-Internet rule 30 action 'accept’

set security firewall name From-Internet rule 30 protocol 'vrrp'

set security firewall name From-Internet rule 30 state 'enable’

set interface dataplane dp0s4 firewall in 'From-Internet'
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FIE@-1 vSRXEETE
(T 7A 77 TA—)LERIE)

V- R—=RT7AT7—IA—)LOFKREIE T EZCELIEE0N,
https://ecl.ntt.com/documents/tutorials/rsts/vSRX/fwfunction/zonebase/vsrx zonebase.html

J7AT7 DA —)LICHEBN(IC [V—21 EFENDMEEZEHR L. 1>F—T T R%&V—>(CFE
g@ijo

RE/I\TY NMIREIGRIS &Y -2 T ECHEIT DD V-VICBITDA>F—T T AICH
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FIED-1 vSRXEEZIE
(F7A T DA —)LEKIE)
TFRURLESE(CT RLRDIL—TOREESEORLET.

https://ecl.ntt.com/documents/tutorials/rsts/vSRX/fwfunction/zonebase/vsrx address-
set.html

Iy R4 )LV T %RTETDEICIP RLURAEZMECUTRIL—ILERTEITDSENTE, IPFR
L A CREAZREIEDITT/I\OY R I 4 )LAFYU T DEMCIT DS ENBIRET T,

BEHDIPT RLAZT)L—TIbTBIHE. TNTNDIPT RLAICHUTT RLATvOZ=EKRL. 18
HOTRLRAITYVIORSATIZT RLAtY MMEERRLUTTEU,

SZFTIC, VSRX-01DEFEEIFATDED T,

user@vSRX-01# set security address-book global address CLIENT_01 180.xXXX.XXX.XXX/32
user@vSRX-01# set security address-book global address-set CLIENT_GROUP address
CLIENT_O1

user@vSRX-01# commit
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FIED-1 vSRXEZIE
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TFRURLESE (LTI U —2a >ty hOREESEVBLET.

https://ecl.ntt.com/documents/tutorials/rsts/vSRX/fwfunction/zonebase/vsrx application-
set.html

VSRX(CHSMUHEFRENTVND T TUT—23>E UL (MERDEHZDIF T/ ITIT—23>%F
ZU/I\OY RTAILIUTDERMEICT DI ENTIRETT,

SZFTIC, VSRX-01DEFEEIFATDED T,

user@vSRX-01# set applications application HTTP_DEF protocol tcp destination-port 80
user@vSRX-01# set applications application HTTPS_DEF protocol tcp destination-port 443
user@vSRX-01# set applications application-set HTTP_HTTPS_DEF application HTTP_DEF
user@vSRX-01# set applications application-set HTTP_HTTPS_DEF application HTTPS_DEF
user@vSRX-01# commit
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FIED-1 VSRXGETE
(T7 4TI+ —ILERE)

R UIE7 RLRA Y hETTUT -2 321y bR ETETDIBEV Y MICEAUTHIIUL T,
TN DOBE(V T Y M)EY - AR=RIT 7 AT IA—)L CER T DREZITLET .

BT A B SDBEFETIES U, FEDEETT(180.XXX.XXX.XXX/32)MNSDHTTP/HTTPS
BIEEDHFE] I BETEIL. FEEICRDET,

user@vSRX-01+# set security policies from-zone untrust to-zone trust policy PERMIT_GROUP match source-
address CLIENT_GROUP

user@vSRX-01# set security policies from-zone untrust to-zone trust policy PERMIT_GROUP match
destination-address any

user@vSRX-01# set security policies from-zone untrust to-zone trust policy PERMIT_GROUP match
application HTTP_HTTPS_DEF

user@vSRX-01+# set security policies from-zone untrust to-zone trust policy PERMIT_GROUP then permit
user@vSRX-01# commit
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Destination NATOEE(E FiceCBELZEL),
https://ecl.ntt.com/documents/tutorials/rsts/vSRX/network/nat/nat.html

CLITOU A >,
STILAYRE—R > ARL—23>F—R > A2 TJ40L—>3>F— RABITUED,

FEFC153. XXX XXX XXX/32DHTTP/HTTPSE{EXZ O — R/\S > Y —dVirtual Server(CZIREUET,

SEZFTIC. VSRX-01D&TEMEZRR—T(CEd&HUET .
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FIE®R-2 VSRXEZTE
(DNATEQE)
O0— RJNS > B —dVirtual ServerN\J772 1T X9 3EBDIP)7 RLAZHESTE (L. FERICRADET,

user@vSRX-01# set security nat destination pool POOL1 address 172.16.100.10/24 port 80
user@vSRX-01# set security nat destination pool POOL2 address 172.16.100.20/24 port 443
user@vSRX-01+# set security nat destination rule-set RULE1 from zone untrust

user@vSRX-01# set security nat destination rule-set RULE1 rule RULE1-1 match destination-address

153. XXX XXX. XXX/32

user@vSRX-01# set security nat destination rule-set RULE1 rule RULE1-1 match destination-port 80
user@vSRX-01+# set security nat destination rule-set RULE1 rule RULE1-1 then destination-nat pool POOL1
user@vSRX-01# set security nat destination rule-set RULE1 rule RULE1-2 match destination-address

153. XXX XXX. XXX/32

user@vSRX-01# set security nat destination rule-set RULE1 rule RULE1-2 match destination-port 443
user@vSRX-01+# set security nat destination rule-set RULE1 rule RULE1-2 then destination-nat pool POOL2
user@vSRX-01# commit
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FE@® vSRXETE
(A>2F—T1T—XETE)
TEeU>OZSHBOLE, CLITVSRXDA > A —J 1T —AREZHFEOWEZUET,
https://ecl.ntt.com/documents/tutorials/rsts/vSRX/basic/basic.html#vsrx-cli-ssh
CLITOU 1>,
STILAVYRE—R > ARL—23>F—R > A2 TJ40L—>3>F—RABITUTTFELY,

ZEZFTIC, CLICCTARTDI IV RIFFEERDET,

X ARREE T, host-inbound-traffic 32E(CT ping Z&FaJLUTHNET,
BT I3 —EXTO ML RI5E(EF. TidU>o=SBo L. CHEADIRE THE(C
IS0 CEREZHFEVLEILUET,
https://ecl.ntt.com/documents/tutorials/rsts/vSRX/fwfunction/zonebase/vsrx zoneconfig.html

user@vSRX-01# set interfaces ge-0/0/1 unit O family inet address 192.168.30.11/24
user@vSRX-01# set security zones security-zone untrust interfaces ge-0/0/1.0 host-inbound-
traffic system-services ping

user@vSRX-01# set interfaces ge-0/0/2 unit O family inet address 192.168.20.11/24
user@vSRX-01# set security zones security-zone trust interfaces ge-0/0/2.0 host-inbound-traffic
system-services ping

user@vSRX-01# commit
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https://ecl.ntt.com/documents/tutorials/rsts/vSRX/basic/basic.html#vsrx-cli-ssh
https://ecl.ntt.com/documents/tutorials/rsts/vSRX/fwfunction/zonebase/vsrx_zoneconfig.html
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