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CLI:
set security firewall global-state-policy 'icmp'
set security firewall global-state-policy 'tcp’

set security firewall global-state-policy 'udp’
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H73451)

set security firewall name FW-IN rule 1 action 'accept'

set security firewall name FW-IN rule 1 source address '10.0.0.0/8' «Stateless JL—JL (Protocol 872 L)
set security firewall name FW-IN rule 10 action 'accept’

set security firewall name FW-IN rule 10 protocol 'icmp'  <Global-State (C &3 Statelful JL—)L (icmp $8%E)
set security firewall name FW-IN rule 11 action 'accept’

set security firewall name FW-IN rule 11 protocol 'tcp' «Global-State (C& 3 Statelful JL—)L (tcp ¥87E)

vyatta@vyatta#sh firewall
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Firewall "FW-IN":
Active on (dp0p192p1, in)

rule action proto packets bytes

1 allow any 141 15140
condition - from 10.0.0.0/8 * “stateful”MEC &ML < Stateless /x> TULD

10 allow icmp 0 0

condition - stateful proto icmp

11 allow tcp 0 0

condition - stateful proto tcp
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IF(dpOp224p1) IF(dp0p192p1)

firewall in ‘INSIDE-IN’ firewall out ‘OUTSIDE-OUT’

>

firewall out ‘INSIDE-OUT' firewall in ‘OUTSIDE-IN'

-

SETEVIRFE L — LR

set security firewall name INSIDE-IN rule 1 action 'accept’

set security firewall name INSIDE-IN rule 1 source address '10.0.0.0/24' % {7&® StatelessJL—JL

set security firewall name INSIDE-IN rule 10 action 'accept’

set security firewall name INSIDE-IN rule 10 protocol 'icmp'

set security firewall name INSIDE-IN rule 11 action 'accept’

set security firewall name INSIDE-IN rule 11 protocol 'tcp'

set security firewall name INSIDE-OUT rule 1 action 'accept’  *Release 5.1 BIBMEBERBDRD NS T4 v %
set security firewall name INSIDE-OUT rule 1 destination address '10.0.0.0/24' @9 Stateless JL—JL

set security firewall name OUTSIDE-OUT rule 1 action 'accept’

set security firewall name OUTSIDE-OUT rule 1 source address '10.0.0.0/8' *{T&® Stateless JL—JL
set security firewall name OUTSIDE-OUT rule 10 action 'accept’

set security firewall name OUTSIDE-OUT rule 10 protocol 'icmp'

set security firewall name OUTSIDE-OUT rule 11 action 'accept’

set security firewall name OUTSIDE-OUT rule 11 protocol 'tcp'

set security firewall name OUTSIDE-IN default-action 'drop’

set security firewall name OUTSIDE-IN rule 1 action 'accept’

set security firewall name OUTSIDE-IN rule 1 destination address '10.0.0.0/8' *&=D® Stateless JL—JL

set interfaces dataplane dp0Op224p1 firewall in 'INSIDE-IN'

set interfaces dataplane dp0Op224p1 firewall out 'INSIDE-OUT' *JRED D Stateless JL—)L%ZEH
set interfaces dataplane dpOp192p1 firewall in 'OUTSIDE-IN'

set interfaces dataplane dpOp192p1 firewall out 'OUTSIDE-OUT'
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IF(dpOp224p1) IF(dpOp192p1)

firewall in ‘INSIDE-IN’ firewall out ‘OUTSIDE-OUT’

>

firewall in "OUTSIDE-IN'

-
«
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set security firewall name INSIDE-IN rule 1 action 'accept’

set security firewall name INSIDE-IN rule 1 source address '10.0.0.0/8'
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set security firewall name INSIDE-IN rule 1 state enable :]_ tcp,udp,icmp O protocol ZIEE Y DN . -

set security firewall name INSIDE-IN rule 1 protocol tcp
set security firewall name INSIDE-IN rule 10 action 'accept' [CRET D
set security firewall name INSIDE-IN rule 10 protocol 'icmp'
set security firewall name INSIDE-IN rule 11 action 'accept’

set security firewall name INSIDE-IN rule 11 protocol 'tcp’

set security firewall name OUTSIDE-OUT rule 1 action 'accept’

set security firewall name OUTSIDE-OUT rule 1 source address '10.0.0.0/8'
set security firewall name OUTSIDE-OUT rule 1 state enable

set security firewall name OUTSIDE-OUT rule 10 action 'accept’

set security firewall name OUTSIDE-OUT rule 10 protocol 'icmp'

set security firewall name OUTSIDE-OUT rule 11 action 'accept’

set security firewall name OUTSIDE-OUT rule 11 protocol 'tcp'

set security firewall name OUTSIDE-IN default-action 'drop’
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ot ca a CEECWa' D \ = deckin A a 10 0 00/

set interfaces dataplane dp0Op224p1 firewall in 'INSIDE-IN'
set interfaces dataplane dpOp192p1 firewall in 'OUTSIDE-IN'
set interfaces dataplane dpOp192p1 firewall out 'OUTSIDE-OUT'
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