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Technical Bulletin

Announcement Date: March 16, 2017
Exclusions: None

Effective Date: Immediate

Expiration Date: None

Products Covered by this bulletin: vRouter 5600

Versions Covered by this bulletin: 5.1 and later

Firewall #8EDT D 7 U FEMEZSE(CDUVT (nterface based FW)

VT 1406« 77— ET)UENME « global-state TR J ¥ —FRTE

1)1 —2 5.1 B"5RF— k)L FW (D global-state-policy”’5% E05 DENMENEEINTUNET,

1) =251 KDBID/N—I 3V TIE. 2T —FT)UFW D global-state-policy” Z:RE I D, vRouter A2
w3 YDRDBIEDITHDIBERD Allow )L—)LZEBENENN L TNZXUED, U —2 5.1 MUFETIEBER
BYIC Allow JU—)LEREZ BT DNEN DD F T,

B JJ—X51XDRIND/N—Y 3V TOEMNF

51>
#H KB
firewall { interfaces {
|F(dp0p224p 1) |F(dp0p192p 1) global-state-policy { dataplane dp0p192p1 {
iicr firewall {
< tcr:p in DROP
udp }
firewall in ICMP’ firewall in ‘DROP’ } }
- name DROP { dataplane dpOp224p1 {
g - 3 _ default-action drop firewall {
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## firewall 3RTEB (JO—/VLTRT—R2I)LEBWL)
vyatta@Fw-01# show security firewall
firewall {
global-state-policy {
icmp
tcp
udp
name DROP { — +r3J4wD%&EDrop 9B FEWIL—IL

default-action drop



BROCADE=
default-Tog

3
name ICMP { < ICMP ZEf9 9D Fw JL—)U
rule 10 {
action accept
protocol icmp
}
3

vyatta@Fw-01# show interfaces
interfaces {

dataplane dp0Opl92pl {
address 10.0.0.1/24
firewall { < 7 DROP” FW)/)L—/L%Z IF (LB

in DROP

3

}

dataplane dpOp224pl {
address 192.168.10.254/24
firewall { < 7 ICMP” FW)/)L—I)L%Z IF [CEA

in ICMP
3
}

## show firewall Cl&sn

FECSRERIZERA UILIRREZTESR T D&, 3/E UISBR UIZ)L—)LEIZERIIC "default_state_group" MBI
NFI, CDIL—)UIF allow action 7R, OUTAITD FW )L—ILZEBBTHICERE LIRS TE. ByYy3a Y
F=JILOEMERNZ T,

vyatta@Fw-01:~$ show firewall

Rulesets Information: Firewall

Firewall "DROP":
Active on (dpOpl92pl, 1in)
rule action proto packets bytes

default drop any 0 0
condition - all apply Tlog

Firewall "default_state_group": — B#MESNIZ allow JL—)U
Active on (dpOpl92pl)
rule action proto packets bytes

100 allow  tcp 0 0
condition - stateful proto tcp

200 allow udp 0 0
condition - stateful proto udp

300 allow dicmp 0 0
condition - stateful proto icmp

Firewall "ICMP":
Active on (dpOp224pl, 1in)
rule action proto packets bytes
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10 allow icmp 0 0

condition - stateful proto icmp

Firewall "default_state_group": <« BEWEKEIN/EZ allow )L—)U

Active on (dpOp224pl)

rule action proto packets bytes

100 allow  tcp 0 0
condition - stateful proto tcp

200 allow udp 0 0
condition - stateful proto udp

300 allow icmp 0 0

condition - stateful proto icmp

COBEMERSINIZ "default_state_group"DJL—)UII in/out @EE@DEEICBRESNEI N, KO3
AMERELCEF )T ZRIETDEHIC, ROBD' =51 DSEENEESINTNET,
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TaIo2R"ENDBYY I VYMESNIZNED. ROD Drop)L—IL TEESNTLEDOCEICREDFET,

firewall { interfaces {
global-state-policy { dataplane dp0p192p1 {

icmp firewall {

tep in DROP

firewall in ‘DROP’ udp out ICMP-OUT

IF(dp0p224p1) ..-\') IF(dp0Op192p1)

firewall in ‘ICMP’ \

‘DROP’ I —IVICK > TREESNDELST 1 v D

(RO ST 1y D)

HFISNEZ ICMP ST 1 v D

Y1) =251 2D “global-state-policy” M F 274U ~EME

}
name DROP {
default-action drop
default-og
}
name ICMP {
rule 10 {
action accept
protocol icmp

}
dataplane dp0p224p1 {
firewall {
in ICMP
}
}

DEBICLD., BROBIHFUIL—IHHERESNZRLRBDEDHIC }
ROFST71v0% ‘DROP I —=IVICL> TEEEIND name ICMP-OUT {

@ & rule 10 {
- A
action accept

firewall out ICMP-O0UT GE1D) protocol lanp
}

ROBLST1y

@» ‘DROP’
ouT &&%%E

Firewall "ICMP":

Active on (dp0Op224pl, 1in)

rule action proto

10 allow icmp 0 0
condition - stateful proto icmp

packets

CNZELEE T BEHIC, BERBIIC dpop192pl D OUT AIT Allow JL—ILERE T DNBNHH D FE T,

B
vyatta@Fw-01# show security firewall
firewall {
global-state-policy {
icmp
tcp
udp



name DROP { — 3514w D% Drop 3D FWIJL—)U
default-action drop
default-Tog

ks
name ICMP { < ICMP ZE59J 3D Fw )L—)b
rule 10 {
action accept
protocol icmp
3
name ICMP-OUT { <<<% OUT fAlD ATlow ZBERBYICERTE
rule 10 {
action accept
protocol icmp
}

}

vyatta@Fw-01# show interfaces
interfaces {
dataplane dpOpl92pl {
address 10.0.0.1/24
firewall {
in DROP

out ICMP-OUT <<<% OUT Al ATTow &8N0
3
ks
dataplane dpOp224pl {
address 192.168.10.254/24

firewall {
in ICMP
}
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