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wiTRIER (VFWIERY)

vFW-01 Firewall Filterd®s%E

set security firewall name From-Internet default-action 'drop’

set security firewall name From-Internet rule 10 action 'accept’

set security firewall name From-Internet rule 10 protocol 'tcp'

set security firewall name From-Internet rule 10 source address ‘180.xXx.xXX.xxx/32'
set security firewall name From-Internet rule 10 destination port ‘80’

set security firewall name From-Internet rule 10 state 'enable’

set security firewall name From-Internet rule 20 action ‘accept’

set security firewall name From-Internet rule 20 protocol ‘tcp’

set security firewall name From-Internet rule 20 source address ‘180.xXX.xXXX.XxX/32'
set security firewall name From-Internet rule 20 destination port '443’

set security firewall name From-Internet rule 20 state 'enable’

set security firewall name From-Internet rule 30 action 'accept’

set security firewall name From-Internet rule 30 protocol 'vrrp'

set security firewall name From-Internet rule 30 state 'enable’

set interface dataplane dp0s4 firewall in 'From-Internet’

VFW-01 VRRPDESE

s JEfE

set interfaces dataplane dp0s4 vrrp vrrp-group 10 advertise-interval ‘[{ER&DIE]' VFW-01 VRRPDIRHEE

set interfaces dataplane dp0s4 vrrp vrrp-group 10 preempt 'true’ user@vFW-01:~$ show vrrp

set interfaces dataplane dp0s4 vrrp vrrp-group 10 priority ‘120" RFC Addr Last Sync

set interfaces dataplane dp0Os4 vrrp vrrp-group 10 'rfc-compatibility’ Interface Group State Compliant Owner Transition Group

set interfaces dataplane dp0s4 vrrp vrrp-group 10 virtual-address ‘192.168.30.254"  cccccoocm oo oeoh mmeem et e e

set interfaces dataplane dp0Os4 vrrp vrrp-group 10 sync-group 'test' dp0Os4 10 MASTER dpOvrrpl no  2d18h25m44s <none>
set interfaces dataplane dpOs7 vrrp vrrp-group 20 advertise-interval ‘[{ERDIE]' dp0s7 20  MASTER dpOvrrp2 no  2d18h25m44s <none>

set interfaces dataplane dpQs7 vrrp vrrp-group 20 preempt 'true'

set interfaces dataplane dpQs7 vrrp vrrp-group 20 priority '120' user@vFw-01:~$

set interfaces dataplane dp0s7 vrrp vrrp-group 20 'rfc-compatibility’
set interfaces dataplane dp0s7 vrrp vrrp-group 20 virtual-address ‘192.168.20.254’
set interfaces dataplane dp0s7 vrrp vrrp-group 20 sync-group 'test’
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wiTRIER (VFWIERY)

vFW-02 Firewall Filter®s%E

set security firewall name From-Internet default-action 'drop’

set security firewall name From-Internet rule 10 action 'accept’

set security firewall name From-Internet rule 10 protocol 'tcp'

set security firewall name From-Internet rule 10 source address ‘180.xXx.xXX.xxx/32'
set security firewall name From-Internet rule 10 destination port ‘80’

set security firewall name From-Internet rule 10 state 'enable’

set security firewall name From-Internet rule 20 action ‘accept’

set security firewall name From-Internet rule 20 protocol ‘tcp’

set security firewall name From-Internet rule 20 source address ‘180.xXX.xXXX.XxX/32'
set security firewall name From-Internet rule 20 destination port '443’

set security firewall name From-Internet rule 20 state 'enable’

set security firewall name From-Internet rule 30 action 'accept’

set security firewall name From-Internet rule 30 protocol 'vrrp'

set security firewall name From-Internet rule 30 state 'enable’

set interface dataplane dp0s4 firewall in 'From-Internet’

VFW-02 VRRPDESE

s JEfE

set interfaces dataplane dp0s4 vrrp vrrp-group 10 advertise-interval ‘[{ER&DIE]' VFW-02 VRRPDIREE

set interfaces dataplane dp0s4 vrrp vrrp-group 10 preempt 'true’ user@vFW-02:~$ show vrrp

set interfaces dataplane dp0s4 vrrp vrrp-group 10 priority '110' RFC Addr Last Sync

set interfaces dataplane dp0Os4 vrrp vrrp-group 10 'rfc-compatibility’ Interface Group State Compliant Owner Transition Group

set interfaces dataplane dp0s4 vrrp vrrp-group 10 virtual-address ‘192.168.30.254"  cccccoocm oo oeoh mmeem et e e

set interfaces dataplane dpOs4 vrrp vrrp-group 10 sync-group 'test' dp0s4 10 BACKUP dpOvrrp2 no  2d18h27m0s <none>
set interfaces dataplane dpOs7 vrrp vrrp-group 20 advertise-interval ‘[{ERDIE]' dp0s7 20 BACKUP dpOvrrpl no  2d18h26m56s <none>

set interfaces dataplane dpQs7 vrrp vrrp-group 20 preempt 'true'

set interfaces dataplane dpQs7 vrrp vrrp-group 20 priority '110' user@vFw-02:~$

set interfaces dataplane dp0s7 vrrp vrrp-group 20 'rfc-compatibility’
set interfaces dataplane dp0s7 vrrp vrrp-group 20 virtual-address ‘192.168.20.254’
set interfaces dataplane dp0s7 vrrp vrrp-group 20 sync-group 'test’
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FIE@-1 vSRXEETE
(T 7A 77 TA—)LERIE)

dJ7ATPIA=ITqILI—DEEEITFieECELSTZEL,
https://ecl.ntt.com/documents/tutorials/rsts/vSRX/fwfunction/zonebase/vsrx zonebase.html
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FIED-1 vSRXEEZIE
(F7A T DA —)LEKIE)
TFRURLESE(CT RLRDIL—TOREESEORLET.

https://ecl.ntt.com/documents/tutorials/rsts/vSRX/fwfunction/zonebase/vsrx address-
set.html

Iy R4 )LV T %RTETDEICIP RLURAEZMECUTRIL—ILERTEITDSENTE, IPFR
L A CREAZREIEDITT/I\OY R I 4 )LAFYU T DEMCIT DS ENBIRET T,

BEHDIPT RLAZT)L—TIbTBIHE. TNTNDIPT RLAICHUTT RLATvOZ=EKRL. 18
HOTRLRAITYVIORSATIZT RLAtY MMEERRLUTTEU,

SZFTIC, VSRX-01DEFEEIFATDED T,

user@vSRX-01# set security address-book global address CLIENT_01 180.xXXX.XXX.XXX/32
user@vSRX-01# set security address-book global address-set CLIENT_GROUP address
CLIENT_O1

user@vSRX-01# commit

Innovative. Reliable. Seamless.
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FIED-1 vSRXEZIE
(F7A T DA —)LEKIE)
TFRURLESE (LTI U —2a >ty hOREESEVBLET.

https://ecl.ntt.com/documents/tutorials/rsts/vSRX/fwfunction/zonebase/vsrx application-
set.html

VSRX(CHSMUHEFRENTVND T TUT—23>E UL (MERDEHZDIF T/ ITIT—23>%F
ZU/I\OY RTAILIUTDERMEICT DI ENTIRETT,

SZFTIC, VSRX-01DEFEEIFATDED T,

user@vSRX-01# set applications application HTTP_DEF protocol tcp destination-port 80
user@vSRX-01# set applications application HTTPS_DEF protocol tcp destination-port 443
user@vSRX-01# set applications application-set HTTP_HTTPS_DEF application HTTP_DEF
user@vSRX-01# set applications application-set HTTP_HTTPS_DEF application HTTPS_DEF
user@vSRX-01# commit

—
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FIED-1 VSRXGETE
(T7 4TI+ —ILERE)

R UIE7 RLRA Y hETTUT -2 321y bR ETETDIBEV Y MICEAUTHIIUL T,
TN DOBE(V T Y M)EY - AR=RIT 7 AT IA—)L CER T DREZITLET .

BT A B SDBEFETIES U, FEDEETT(180.XXX.XXX.XXX/32)MNSDHTTP/HTTPS
BIEEDHFE] I BETEIL. FEEICRDET,

user@vSRX-01+# set security policies from-zone untrust to-zone trust policy PERMIT_GROUP match source-
address CLIENT_GROUP

user@vSRX-01# set security policies from-zone untrust to-zone trust policy PERMIT_GROUP match
destination-address any

user@vSRX-01# set security policies from-zone untrust to-zone trust policy PERMIT_GROUP match
application HTTP_HTTPS_DEF

user@vSRX-01+# set security policies from-zone untrust to-zone trust policy PERMIT_GROUP then permit
user@vSRX-01# commit
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FIE®R-2 VSRXEZTE
(DNATERTE)
Destination NATOEE(E FiceCBELZEL),
https://ecl.ntt.com/documents/tutorials/rsts/vSRX/network/nat/nat.html

CLITOU A >,
STV RE—R > ARL—23>F—R > A2 TJ40L—>23>F— RABITUEY,

FEFC153. XXX XXX XXX/32DHTTP/HTTPSE{EXZ O — R/\S > Y —dVirtual Server(CZIREUET,
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FIE®R-2 VSRXEZTE
(DNATEQE)
O0— RJNS > B —dVirtual ServerN\J772 1T X9 3EBDIP)7 RLAZHESTE (L. FERICRADET,

user@vSRX-01# set security nat destination pool POOL1 address 172.16.100.10/24 port 80
user@vSRX-01# set security nat destination pool POOL2 address 172.16.100.20/24 port 443
user@vSRX-01+# set security nat destination rule-set RULE1 from zone untrust

user@vSRX-01# set security nat destination rule-set RULE1 rule RULE1-1 match destination-address

153 . XXX.XXX. XXX/32

user@vSRX-01# set security nat destination rule-set RULE1 rule RULE1-1 match destination-port 80
user@vSRX-01+# set security nat destination rule-set RULE1 rule RULE1-1 then destination-nat pool POOL1
user@vSRX-01# set security nat destination rule-set RULE1 rule RULE1-2 match destination-address

153 . XXX.XXX. XXX/32

user@vSRX-01# set security nat destination rule-set RULE1 rule RULE1-2 match destination-port 443
user@vSRX-01# set security nat destination rule-set RULE1 rule RULE1-2 then destination-nat pool POOL2
user@vSRX-01# commit
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(A>2F—T1T—XETE)
TEeU>OZSHBOLE, CLITVSRXDA > A —J 1T —AREZHFEOWEZUET,
https://ecl.ntt.com/documents/tutorials/rsts/vSRX/basic/basic.html#vsrx-cli-ssh
CLITOU 1>,
STILAVYRE—R > ARL—23>F—R > A2 TJ40L—>3a3>F—RABITUTTFELY,

ZEZFTIC, CLICCTARTDI IV RIFFEERDET,

X ARREE T, host-inbound-traffic 32E(CT ping Z&FaJLUTHNET,
BT I3 —EXTO ML RI5E(EF. TidU>o=SBo L. CHEADIRE THE(C
IS0 CEREZHFEVLEILUET,
https://ecl.ntt.com/documents/tutorials/rsts/vSRX/fwfunction/zonebase/vsrx zoneconfig.html

user@vSRX-01# set interfaces ge-0/0/1 unit O family inet address 192.168.30.13/24
user@vSRX-01# set security zones security-zone untrust interfaces ge-0/0/1.0 host-inbound-
traffic system-services ping

user@vSRX-01# set interfaces ge-0/0/2 unit 0 family inet address 192.168.20.13/24
user@vSRX-01# set security zones security-zone trust interfaces ge-0/0/2.0 host-inbound-traffic
system-services ping

user@vSRX-01# commit
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(VRRP:EIE)

T > OSSO E. CLITVSRXDVRRPESEZHEELWWNZUET,
https://ecl.ntt.com/documents/tutorials/rsts/vSRX/network/vrrp.html#vrrp-vrrp

CLITOO 1 >,
TN RE—R > ARL—23>F—R > 0> J400L—> 3> F— RABITLUET,.

WRTHDIETDA A —TT—XICHUTVRRPEERITOIZE. commit AN LTLIZELN,
VRRPZS A AUF+ (FvFWK DKL MEZSSELNEUET .

VRRP advertise-intervalld. vVFW®advertise-intervalDEEHIZ T T\,

TEDLDIC. VRRPIIL—TIDIZVFWEENDETTF &L,

[VFWESTE]

set interfaces dataplane dp0s4 vrrp vrrp-groug 10
set interfaces dataplane dp0s7 vrrp vrrp-grougd 20

[VSRXESTE]

user@vSRX-01# set interfaces ge-0/0/1 unit O family inet address 192.168.30.13/24 vrrp—group
user@vSRX-01# set interfaces ge-0/0/2 unit 0 family inet address 192.168.20.13/24 vrrp-group|20 |
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FIE@® vSRXEETE
(VRRPEZTE)

SEZFTIC, VSRX-01DsxTEEZ FEClCEesk L E T,

user@vSRX-01# set interfaces ge-0/0/1 unit O family inet address 192.168.30.13/24 vrrp-group 10 virtual-address
192.168.30.254
user@vSRX-01# set interfaces ge-0/0/1 unit O family inet address 192.168.30.13/24 vrrp-group 10| priority 60
user@vSRX-01# set interfaces ge-0/0/1 unit O family inet address 192.168.30.13/24 vrrp-group 10 preempt
user@vSRX-01# set interfaces ge-0/0/1 unit O family inet address 192.168.30.13/24 vrrp-group 10 accept-data
user@vSRX-01+# set interfaces ge-0/0/1 unit O family inet address 192.168.30.13/24 vrrp-group 10 advertise-interval [{EEDE]
user@vSRX-01# set interfaces ge-0/0/2 unit 0 family inet address 192.168.20.13/24 vrrp-group 20 virtual-address
192.168.20.254
user@vSRX-01# set interfaces ge-0/0/2 unit 0 family inet address 192.168.20.13/24 vrrp-group 2@ priority 60
user@vSRX-01# set interfaces ge-0/0/2 unit 0 family inet address 192.168.20.13/24 vrrp-group 20 preempt
user@vSRX-01# set interfaces ge-0/0/2 unit 0 family inet address 192.168.20.13/24 vrrp-group 20 accept-data
user@vSRX-01# set interfaces ge-0/0/2 unit 0 family inet address 192.168.20.13/24 vrrp-group 20 advertise-interval [{EEDE]
user@vSRX-01# commit
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A2 —TTAXT. VRRP/\TY hEHFBEIUTHRBENSHDXT.

CLITOU A >,
STV RE—R > ARL—33>F—R > 0> TJ40L—>3>F— RABITUET,
VRRPEEEZ L TCWBDRETHDA A —TJT—RICTHUT, V-2 EZITLET,

SEZF CIC. VSRX-01DExEEZ FEClCeae&sHLET .

user@vSRX-01+# set security zones security-zone untrust interfaces ge-0/0/1 host-inbound-traffic protocols vrrp
user@vSRX-01+# set security zones security-zone trust interfaces ge-0/0/2 host-inbound-traffic protocols vrrp
user@vSRX-01# commit
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TEieU > O%=SBODE. CLITVSRXDVRRPESEZPFELWNZULET,
https://ecl.ntt.com/documents/tutorials/rsts/vSRX/network/vrrp.html#vrrp-vrrp

CLITOU >4, \
STILOAR>RE—R > ARL—23>F—R > TJ40L—>3>F— RABITUET,

TEINY> RT. VFW-01/1 [master] . vVSRX-01H' [backup] HREE(CIRD TR ENHESRL T
<IEE0N,

VRRP:ETEZ L TCLWBETDA > AF—T 1T —RXATVRRPIREER' [backupl (CIRDTWBZ E&EZEL T
<IEE0N,

AAREETIE. VFW-01DIP7 RL-X (& 192.168.30.11, 192.168.20.11 TY,

[show vrrp]
user@vSRX-01> show vrrp
Interface  State Group VR state VR Mode Timer Type Address
ge-0/0/1.0 up 10 | backup | Active D 3.588 Icl 192.168.30.13
vip 192.168.30.254
mas  192.168.30.11
ge-0/0/2.0 up 20 | backup | Active D 3.587 Icl 192.168.20.13
vip 192.168.20.254
mas 192.168.20.11
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https://ecl.ntt.com/documents/tutorials/rsts/vSRX/network/vrrp.html
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FIE® VSRXGEEZE
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VSRX-01TIZVRRPTSAAUF«%Z [60] h5 [200] (CEEBULFET,

IEMFRIL—F 0 >0 %P5 T=. VRRPEHEZ U TCTWLWDIETDA>ASF—T1T— X TCREKKFICVRRPTS

AA)T A BEZHRENUE T,

user@vSRX-01# set interfaces ge-0/0/1 unit O family inet address 192.168.30.13/24 vrrp-group 10

priority 200

user@vSRX-01# set interfaces ge-0/0/2 unit 0 family inet address 192.168.20.13/24 vrrp-group 20

priority 200

user@vSRX-01# commit

TEEOY> RT. VSRX01h' master] RE(CIRD TWLWBCENERTEEI,

VRRPEHTEZ U TCTWBDETDA > —T 1T —RXTVRRPIAEEN' [master] (CIRD TWLWDCEEZMERLT

[show vrrp]
user@vSRX-01> show vrrp
Interface  State Group VR state VR Mode Timer Type Address

ge-0/0/1.0 up 10 | master |Active A 0.489 Icl 192.168.30.13
vip 192.168.30.254
ge-0/0/2.0 up 20 |master JActive A 0.684 Icl 192.168.20.13

vip 192.168.20.254
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