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https://ecl.ntt.com/documents/tutorials/rsts/vSRX/instance/create.html

> bO—)VW\ILBE@EICOdA> %, 25O RIO>Ea—FT4>0%20Uvw o0,
[ZZy NDO—20]1 . [JD7A4720A4—=)L] . [VSRX] ZOUwOULTLIZEEL,

23R Ea—Fa0

Eackup
EfaUsFr
ZFILIx7
T-FUT
T-HFUIOY
Cloud Foundry

v I—2
Rancher

DNS

FastDNS

WebRTC Platform SkyWay

A 2o —Fw hEE

coQoQCCOOOOCOCO0O

VPNIESS

o=y J—42

FFAPIA—MN

vSRX

Brocade 5600 vRouter

> el Gl
TT . obal ICT Partner
” Commun'catmns Innovative. Reliable. Seamless.
—

Copyright © NTT Communications Corporation. All right reserved. 12


https://ecl.ntt.com/documents/tutorials/rsts/vSRX/instance/create.html

d7AT7—IA—I)NERRNT > Z T I WU,

HUTLIEEN,

EllE@D vSRXE

A

1A

72

A2 =TT —ARECFEEAIPY FLXAZ AN UL TLZEUN,

=Jur==—

s IEE A&,

[ D747 0A—=)LDVERR] Z20' w2 ULTLIEZE0,

2 74 7 1A —) - (VBRX)

Y=2a )
J-,- L

56l & 1259 —TJ1—X] THELERTEEZ A

T 7 AT IA—)LOVER

-
Al

4

TrPATIA— AT DichDFBIEREEELE

IPATI LTS ¥
IFPAT A NI S RBERLTLEE L -
V=i

V= — TR BRI,
SEBRTBAENIBNET.

IFPAFIA—NTZ

® B IFAFIA

Copyright © NTT Communications Corporation. All right reserved.

7 A T2 A —)LDVERK

20 EECCEEETS

A2E—-Tx4 2% T7AFPI#—ILElFk S iz 2 P— Tz RF

SERELET,
oshlay ko-5*

oAty PO—2EERULTLREN ~

PFELZY

FIANNTF— oA

xmoHEL |BEE

13

reralications  iooova

Global ICT Partne

tive. Reliable. Seamless.




EllE@D vSRXE

BIFRDFNETVSRX-02DBEHAHFZBFENLNZUET,

Copyright © NTT Communic

ations Corporation. All right reserved.

14

..’-__-""--..
NT T Communications

Global ICT Partner I
nnnnnnn ive. Reliable. Seamless.



15

Copyright © NTT Communications Corporation. All right reserved

—“L@ 1 VSRXDRJ:E
7 A7 DA —)LESTE

g —

NT T Communications

Global ICT Partner

Innovative. Reliable, Seamless




FIE@-1 VSRXETE
(T 7+ T4 —ILBTE)

dJ7ATPIA=ITqILI—DEEEITFieECELSTZEL,
https://ecl.ntt.com/documents/tutorials/rsts/vSRX/fwfunction/zonebase/vsrx zonebase.html

J7AT7 DA —)LICHEBN(IC [V—21 EFENDMEEZEHR L. 1>F—T T R%&V—>(CFE
g@ijo
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FIED-1 vSRXESTE
(T 7 AT D A—)LEKE)
FRURLESE(CT RLRIIL— T DREESEOBLUET .

https://ecl.ntt.com/documents/tutorials/rsts/vSRX/fwfunction/zonebase/vsrx address-
set.html

Iy R4 )LV T %RTETDEICIP RLURAEZMECUTRIL—ILERTEITDSENTE, IPFR
L A CREAZREIEDITT/I\OY R I 4 )LAFYU T DEMCIT DS ENBIRET T,

BEHDIPT RLAZT)L—TIbTBIHE. TNTNDIPT RLAICHUTT RLATvOZ=EKRL. 18
HOTRLRAITYVIORSATIZT RLAtY MMEERRLUTTEU,

SZFTIC, VSRX-01DEFEEIFATDED T,

user@vSRX-01# set security address-book global address CLIENT_01 180.xXXX.XXX.XXX/32
user@vSRX-01# set security address-book global address-set CLIENT_GROUP address
CLIENT_O1

user@vSRX-01# commit
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FIED-1 vSRXESTE
(TT7ATIA—)LEKTE)
FRURLESE[C T U —> 3>ty hOBEESEVEUET,

https://ecl.ntt.com/documents/tutorials/rsts/vSRX/fwfunction/zonebase/vsrx application-
set.html

VSRX(CHSMUHEFRENTVND T TUT—23>E UL (MERDEHZDIF T/ ITIT—23>%F
ZU/I\OY RTAILIUTDERMEICT DI ENTIRETT,

SZFTIC, VSRX-01DEFEEIFATDED T,

user@vSRX-01# set applications application HTTP_DEF protocol tcp destination-port 80
user@vSRX-01# set applications application HTTPS_DEF protocol tcp destination-port 443
user@vSRX-01# set applications application-set HTTP_HTTPS_DEF application HTTP_DEF
user@vSRX-01# set applications application-set HTTP_HTTPS_DEF application HTTPS_DEF
user@vSRX-01# commit
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FIE@-1 VSRXEHTE
(D717 IDA—)LETE)

R UIE7 RLRA Y hETTUT -2 321y bR ETETDIBEV Y MICEAUTHIIUL T,
TN DOBE(V T Y M)EY - AR=RIT 7 AT IA—)L CER T DREZITLET .

BT A B SDBEFETIES U, FEDEETT(180.XXX.XXX.XXX/32)MNSDHTTP/HTTPS
BIEEDHFE] I BETEIL. FEEICRDET,

user@vSRX-01+# set security policies from-zone untrust to-zone trust policy PERMIT_GROUP match source-
address CLIENT_GROUP

user@vSRX-01# set security policies from-zone untrust to-zone trust policy PERMIT_GROUP match
destination-address any

user@vSRX-01# set security policies from-zone untrust to-zone trust policy PERMIT_GROUP match
application HTTP_HTTPS_DEF

user@vSRX-01+# set security policies from-zone untrust to-zone trust policy PERMIT_GROUP then permit
user@vSRX-01# commit
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FED-2 VSRXESETE
(DNATESTE)
Destination NATOEE(E FiceCBELZEL),
https://ecl.ntt.com/documents/tutorials/rsts/vSRX/network/nat/nat.html

CLITOU A >,
STILAYRE—R > ARL—23>F—R > A2 TJ40L—>3>F— RABITUED,

FEFC153. XXX XXX XXX/32DHTTP/HTTPSE{EXZ O — R/\S > Y —dVirtual Server(CZIREUET,

SEZFTIC. VSRX-01D&TEMEZRR—T(CEd&HUET .
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https://ecl.ntt.com/documents/tutorials/rsts/vSRX/network/nat/nat.html

FIEQ-2 VSRXEZTE
(DNATEETE)
O0— RJNS > B —dVirtual ServerN\J772 1T X9 3EBDIP)7 RLAZHESTE (L. FERICRADET,

user@vSRX-01# set security nat destination pool POOL1 address 172.16.100.10/24 port 80
user@vSRX-01# set security nat destination pool POOL2 address 172.16.100.20/24 port 443
user@vSRX-01+# set security nat destination rule-set RULE1 from zone untrust

user@vSRX-01# set security nat destination rule-set RULE1 rule RULE1-1 match destination-address

153 . XXX.XXX. XXX/32

user@vSRX-01# set security nat destination rule-set RULE1 rule RULE1-1 match destination-port 80
user@vSRX-01+# set security nat destination rule-set RULE1 rule RULE1-1 then destination-nat pool POOL1
user@vSRX-01# set security nat destination rule-set RULE1 rule RULE1-2 match destination-address

153 . XXX.XXX. XXX/32

user@vSRX-01# set security nat destination rule-set RULE1 rule RULE1-2 match destination-port 443
user@vSRX-01# set security nat destination rule-set RULE1 rule RULE1-2 then destination-nat pool POOL2
user@vSRX-01# commit
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M-FW®DA >S5 —T 1 —ADKENRIEETI .

https://ecl.ntt.com/documents/tutorials/security/rsts/security/operation/managed firewall
utm/3110 interface single.html
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Security Menu

Managed Firewall
Managed UTM

Order | Operation

Network-based Security
Managed WAF Order | Operation

Managed Anti-Virus
Host-based Security Managed Virtual Patch Order | Cperation
Managed Host-based Security Package

| .- givwarl v rar wNéer
JI T Communications 1 ovative reriasie. seaniess. I

Copyright © NTT Communications Corporation. All right reserved. 26



FIER M-FWD%TE
(-1 >F—J 1 —ADOYIH)

[Cluster Port Management] Z2Uw O ULTLIZEUN,
Fob - (- | o

ECIuster Port Management
EaCluster Route Management
BRIUTM Port Management
BEENWAF Port Management
E3Ping Execution
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SRTEMROHAR T Z0 w2 TEIRL. [Manage Interfaces] #2Uw 2O UET,
EDR—RESTOUYOULTERUBEAMREEY,

m

SHORTIWNGLGE 8348 (LS 2, Get Metwork Info | Manapge Inferfaces Manage Prosy ARP StopfStart First Linit: Stop/Start Second Unit
RT—S R w3
Port Enable P... Enable P... MTU Size Device Id IF Address[Cl... VRRP Grou... ¥RRP 1D VRRE IP Virtual MAC | Preempt Comment
T por2 o 1450 UTM - CES8322 10.0:10.5/28 For HAD1
UTM - CES8324 10.0.10.8/28
@ por3 b 1450 UTM -CES8322 10.0:10.12728 For HADZ
UTM - CES8224 10001014728
Port Enable P... Enable P... MTU Size Device Id IF Address[Cl... VRRP Grou... YRRPID VRRFP IP Virtual MAC | Preempt Comment
I portd L i 1500 UTM - CES8322 182.168.30.10... 10 182.162.30.264 00:00:5e:00:01...
UTM - CES8324 182.188.30.10..
@ pots ’ of 1500 UTM - CES8322 182.168.20.10.... 1 20 182.162.20.2584 00:00:5e:00:01...
UTM - CES8224 182.182.20.10..
P nnrf 1R00 EITM - TFSARZAR
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[Manage Interfaces] MEEMFAZTEY ., Port 2,3(& [Manage Interfaces] MDEEIC(IFRREN
gﬁ/\/o Eﬁii‘j%@ﬁ_ '\%OIJ WOTE}RLJT\ [%ﬁ%] %OIJ “ngig_o

| Manage Interfaces ® |

| EErelEZ] ‘

.,
JE=
FPort Emable P... Emable P... MTU Size Device Id IP Address[CID...! VRRP Grou... VRRP ID VRRF IP Virtual MAC Preempt Comment

portd o o 1500 UTM - CESS322 1921682040, 1 10 182185830 254 0050004, &
UTM - CESS324 192.168.30.10...
poris ¢ ¢ 1500 UTM - CES8323 192.16820.10... 1 20 18218820254 DO:00:5<:00:01... ¥
UTK - CES9324 1921682010
porid 1500 UTM - CESG223
UTMK - CES9324
pori7 1500 UTM - CESG323
UTM - CESS324
pori2 1500 UTM - CESE323
UTM - CES8324
portd 1500 UTM - CES9323
UTM - CESG224
portil 1500 UITM - CES2322
UTM - CESG224
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[Enable Port] OF TwvOZMHLTLIZEUN,
[RF] Z220Uvw 2O UEYT., COBRE CIRFULULELETTET/I\A R ITERASZNEE A

| Footl || ==

Port ports

Enable Port

Enable Ping

MTU Size 1500

Cevice Id IF Address[CIDR]
UTM - CES2323
UTM - CES8324

Comm...
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Manage Interfaces@E C [$FE1T] Z0UvOIULFERT,
BEMORRELET,

| Manage Interfaces ® |I

| oot | 225 |

| |
o E=

Port Enable P....Enable P... MTU Size Device Id IP Address[CID... VRRP Grou... VRRP ID VRRF IP Virtual MAC Preempt Comment

portd 1500 UTM - CESB323
UTM - CES8324
pors L L 150D UTM - CESE323 192163.20.10... 1 20 182.168.20.254 [0:.00:5e:00:01... ¥
UTM - CES8324 192.165.20.10...
portd 1500 UTM - CEBB323
UTM - CES8324
porty 1500 UTM - CESE322
UTM - CES8324
I por2 1500 UTM - CEBB323
UTM - CES8324
portd 1500 UTM - CESE322
UTM - CES8324
portil 1500 UTM - CEBB323
UTM - CES8324
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TEeU>OZSHBOLE, CLITVSRXDA > A —J 1T —AREZHFEOWEZUET,
https://ecl.ntt.com/documents/tutorials/rsts/vSRX/basic/basic.html#vsrx-cli-ssh
CLITOU 1>,
STILAVYRE—R > ARL—23>F—R > A2 TJ40L—>3>F—RABITUTTFELY,

ZEZFTIC, CLICCTARTDI IV RIFFEERDET,

X ARREE T, host-inbound-traffic 32E(CT ping Z&FaJLUTHNET,
BT I3 —EXTO ML RI5E(EF. TidU>o=SBo L. CHEADIRE THE(C
IS0 CEREZHFEVLEILUET,
https://ecl.ntt.com/documents/tutorials/rsts/vSRX/fwfunction/zonebase/vsrx zoneconfig.html

user@vSRX-01# set interfaces ge-0/0/1 unit O family inet address 192.168.30.101/24
user@vSRX-01# set security zones security-zone untrust interfaces ge-0/0/1.0 host-inbound-
traffic system-services ping

user@vSRX-01# set interfaces ge-0/0/2 unit O family inet address 192.168.10.11/24
user@vSRX-01# set security zones security-zone trust interfaces ge-0/0/2.0 host-inbound-traffic
system-services ping

user@vSRX-01# commit
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FIBEG-2 VSRXGETE
(VRRP&TE)

T > OSSO E. CLITVSRXDVRRPESEZHEELWWNZUET,
https://ecl.ntt.com/documents/tutorials/rsts/vSRX/network/vrrp.html#vrrp-vrrp

CLITO 1 >,
STILAVRE—R > ARL—33>F—R > > TJ40L—33>F— RABITUET,

WRTHDIETDOA>AF—TT— AW UTVRRPEREZTOIEE. commit Z AT ULTLIEEELY,
SEZFETIC, VSRX-01Ds%TEfEZ TFEEICEea UET,

user@vSRX-01+# set interfaces ge-0/0/1 unit 0 family inet address 192.168.30.101/24 vrrp-group 10 virtual-address
192.168.30.254

user@vSRX-01# set interfaces ge-0/0/1 unit 0 family inet address 192.168.30.101/24 vrrp-group 10 priority 120
user@vSRX-01+# set interfaces ge-0/0/1 unit 0 family inet address 192.168.30.101/24 vrrp-group 10 preempt

user@vSRX-01+# set interfaces ge-0/0/1 unit 0 family inet address 192.168.30.101/24 vrrp-group 10 accept-data
user@vSRX-01+# set interfaces ge-0/0/1 unit O family inet address 192.168.30.101/24 vrrp-group 10 advertise-interval [{EEDIE
user@vSRX-01+# set interfaces ge-0/0/2 unit 0 family inet address 192.168.10.11/24 vrrp-group 40 virtual-address
192.168.10.254

user@vSRX-01+# set interfaces ge-0/0/2 unit 0 family inet address 192.168.10.11/24 vrrp-group 40 priority 120
user@vSRX-01+# set interfaces ge-0/0/2 unit 0 family inet address 192.168.10.11/24 vrrp-group 40 preempt

user@vSRX-01# set interfaces ge-0/0/2 unit 0 family inet address 192.168.10.11/24 vrrp-group 40 accept-data
user@vSRX-01+# set interfaces ge-0/0/2 unit O family inet address 192.168.10.11/24 vrrp-group 40 advertise-interval [{EEDIE]
user@vSRX-01# commit
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CLITOUA >4, \

ST ONRRE—R > ARL—33>F—R >0 TJ440L—>23>F— RABITUFET,
VRRPEEEZ U CLBRETDAA—JIT—RICW|UT, V-2 EZTLET,

SZFTIC. VSRX-01D:&EEZ T (CEEa LET .

user@vSRX-01# set security zones security-zone untrust interfaces ge-0/0/1 host-inbound-traffic protocols vrrp
user@vSRX-01# set security zones security-zone trust interfaces ge-0/0/2 host-inbound-traffic protocols vrrp
user@vSRX-01# commit

VRRPEHENTTID L., BEMNEIELET .
TN RT. VSRX-01DVRRPIREEDEZRZ TS H I,

user@vSRX-01> show vrrp
Interface  State Group VR state VR Mode Timer Type Address

ge-0/0/1.0 up 10 master Active A 1.1511lcl 192.168.30.101
vip 192.168.30.254
ge-0/0/2.0 up 40 master Active A 1.183Icl 192.168.10.11

vip 192.168.10.254
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